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Introduction

This questionnaire is to be used in conjunction with the purchasing pre-approval request process when a vendor is required to access Sensitive or Confidential Temple University Data.  [Data Classification] You must complete the purchasing pre-approval request process and upload this file with your submission.  

Contacting the Contractor may be required to discuss questions, concerns and issues related to this questionnaire, and to make mutually agreed upon changes to Contractor's information security or this questionnaire.

If changes occur to an already recorded questionnaire, the Contractor providing services to Temple University must promptly notify Temple of any updates to any related policies, procedures, practices or technologies. Temple may require such Contractor to provide an updated report to reflect those changes.

Please note the sections needed and the definitions of terms: 

A: General Information: All Temple Employees in charge of system, vendor or service selection is required to complete.
B: Insurance and Human Resources: Completed for all current/prospective vendors, consultants, contractors, service providers, and on-Premise applications. Contractor is required to complete.
C: Service-Related Consulting: Contractor proving staff augmentation is required to complete.
D: Hosted/SAAS Contractors or On-Premise Solutions: A technology resource or consulting service provided by a vendor to the University community.  Contractor is required to complete.


General Information: 

1. Contractor or Product Name/Information

	Product Name:

	……………………………………………………………………………………… 

	Product URL:

	……………………………………………………………………………………… 


2. Temple University Contact Information

	Contact Name:

	……………………………………………………………………………………… 

	Contact Phone:

	……………………………………………………………………………………… 

	Contact Email:

	……………………………………………………………………………………… 


3. Contractor Contact Information

	Contractor Name/Organization:

	……………………………………………………………………… 

	Contractor Name/Organization:

	……………………………………………………………………… 

	Contact Title:

	……………………………………………………………………… 

	Contact Phone:

	……………………………………………………………………… 

	Contact Email:

	……………………………………………………………………… 


4. Describe the technical architecture of the environment (hosting or on-premise); make sure you illustrate the flow, storage and location(s) of Temple University data.   If available, provide SDLC, network and data flow diagrams.

Insurance and Human Resources:

1. Explain and provided proof of insurance (General Liability, Errors & Omissions, and Cyber Coverage.)
Please be aware that if Temple University is requesting services that have access to any confidential and/or sensitive information, Student, Health or Credit Card information, as a Temple University vendor or service provider you will be required to have Cyber Liability insurance with appropriate levels of insurance to cover the Temple User community. Additionally, an annual third-party audit using an industry methodology (as an example ISO27001, SSAE16) will be required by the application vendor for hosted solutions.   

2. Are employees/contractors with access to Temple University data subject to background checks? If so, please describe the background check process (scope and years). 

3. How are employees/contractors with access to Temple University data made aware of confidential agreements and data handling procedures between organizations?

4. Describe processes to mitigate risk at the time an employee/contractors’ services are terminated or suspended (e.g. remove of logical access and collection of physical assets)

For Service-Related Consulting

1. Contractors/Employees/Subcontractors

a. Will you use any person who is not an employee to collect, create, receive, store, access, process, transmit, host or otherwise manage Temple University confidential and/or sensitive data? If so, describe.
  
b. Please provide the following information about any subcontractors or hosting companies used to provide your services:

	Company Name
	Service Provided
	Type of Relationship/Contract

	
	
	

	
	
	




Hosted/SAAS Contractors or On-Premise Solutions

1. Data, Storage and Application Security

a. Will all of Temple University data be transmitted and stored exclusively in the United States?

b. Will Temple University’s application(s)/data co-exist with that of other customers?

c. What methods are used for security with your application development process (security frameworks used (e.g. OWASP) or Application Vulnerability Scanning)?

d. Will Temple University’s data be encrypted in transit and at rest?
e. [bookmark: _GoBack]What type of encryption is used?

f. Does your application support a minimum of TLS 1.2?

g. Do you do any data mining with Temple University data? Or do you provide access to 3rd parties of Temple University data?

h. What do you do with data on your systems once the contract is terminated?

i. Will Temple University be able to get back our data when the contract is terminated?  What is the format? 

2. Identity and Access Management

a. Will your application require access to the Temple University identity services? 

b. What authentication methods do you support? Example Shibboleth, CAS, ADFS, Active Directory and LDAP.

c. Do you provide “Just in Time” provisioning or require a feed to create users with your application? 

d. Does your application allow for role-based access?  Examples student, alumni, employee, faculty, guests).

3. Backups and Disaster Recovery

a. Describe your backup and disaster recovery plan

b. Are backups and disaster recovery systems exclusively in the United States?

c. Will Temple University’s backup data be encrypted in transit and at rest?

d. What type of encryption is used?

4. Service Level Agreements

a. Provide any service level agreements. 

b. What are your maintenance cycles? 

c. How do you inform customers of future maintenance and outages?

5. Audits (Internal/External) and Controls

a. Does your company complete a SSAE16 (SOC 1/2/3), ISO27001/2 or another 3rd party Audit? If yes, what and when was the last one completed? 

b. If handing credit card information, provide your PCI-DSS/DA attestation (2-year currency).

c. Describe your file or application auditing/logging capability?

d. Can application/system administrators see data or make changes? 

e. Do you have written information security policies that, at a minimum, govern issues such as information handling, systems hardening, user awareness training and incident response?

6. Subcontractors and Employees

a. Will you use any person who is not an employee to collect, create, receive, store, access, process, transmit, host or otherwise manage Temple University confidential and/or sensitive data? If so, describe.
  
b. Please provide the following information about any subcontractors or hosting companies used to provide your services:

	Company Name
	Service Provided
	Type of Relationship/Contract

	
	
	

	
	
	



For questions about this questionnaire send an email to the Chief Information Security Officer at CISO@temple.edu
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